








C O U R S E   S Y L L A B U S  A N D  S P E C I F I C A T I O N
Curriculum title:
USSPR-M-O-II-S-25/26Z-MK

Unit:
Kryptografia 2 (moduł) [moduł]

cryptography 2-nd (kryptografia 2)
(SPECJALNOŚCI / SPECJALIZACJE / MODUŁY SPECJALNOŚCIOWE)

Course title:

Name of field of study:
matematyka

SPR17AIIJ3444_43S
Course code:

Profile of study:Mode and cycle of study: Specialty:
second degree, full - time matematyka komputerowageneral academic

elective semester: 4 - english language
Course / module status Language of instruction:

Year Semester Form of
instruction Type of credit ECTS

including e-
learning

No. of hours

2 24 conversation 30 pg0

Total 30 2

Course / module
coordinator

dr hab. OLEG BOGOPOLSKIY

Course instructor dr hab. OLEG BOGOPOLSKIY

Course / module
objectives

The aim of the course is to familiarize students with selected advanced techniques of data encryption and acquisition
the ability to apply them in practice, as well as the precise formulation of questions for a deep understanding of the
topic.

Prerequisites Basic knowledge of cryptography and elliptic curves.

LEARNING OUTCOMES

Ref. to  programme
benchmarksNo. DescriptionCategory Code

knowledge

The student has in-depth knowledge of the selected
cryptographic systems.

K_W02
K_W03
K_W07
K_W15

SMK_W02

1 EP1

The student knows advanced computational techniques
supporting encryption and decryption methods

K_W02
K_W03
K_W07
K_W15

SMK_W02

2 EP2

The student knows the mathematical foundations of
cryptography and
their practical applications

K_W02
K_W03
K_W07
K_W15

SMK_W02

3 EP3

skills

Student understands the mathematical basis of the
analysis of algorithms
encryption and decryption.

K_U06
K_U17

SMK_U03
1 EP4

He can construct encryption algorithms
with good numerical properties.

K_U06
K_U17

SMK_U03
2 EP5

social competences
He is ready to precisely formulate useful questions
deepen your understanding of the topic.

K_K01
K_K05
K_K06

SMK_K01
SMK_K02
SMK_K03
SMK_K04

1 EP6
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No. of hours
CONTENT Semester

including
e-learning

Subject title: cryptography 2-nd (kryptografia 2)

Format of instruction: conversation

21. Classical symmetric cryptographic systems. 4 0

42. RSA cryptosystem. Cybersecurity and attacks on the RSA. 4 0

43. Discrete logarithm problem. Diffie-Hellman diagram, ElGamal and Massey-Omura systems. 4 0

6
4. Hidden Monomial Cryptosystems: the Imai-Matsumoto system, Patarin's Little Dragon, Double-Round
Quadratic Enciphering. 4 0

85. Arithmetic of elliptic curves over finite fields. Elliptic curve cryptography (ECC). 4 0

66. Hyperelliptic curves and their Jacobians. Hyperelliptic cryptosystems. 4 0

Modes of delivery

Information lecture, explanation, discussion

The course teacher shall specify how artificial intelligence should be used as part of implementation of the course according
to University of Szczecin best practices and standards. The course teacher shall inform students in their first class about the
scope and possibilities of using AI and shall present a catalogue of tools and applications adjusted to relevant learning
outcomes and teaching needs and possibilities within a given course.

I. Blake, G. Seroussi, N. Smart (1999): Elliptic curves in cryptography, Cambridge Press

N. Koblitz (1998): Algebraic aspects of cryptography, Springer
Basic reading

Andrzej Dąbrowski (2014): A family of pairing-friendly superelliptic curves of genus 4, Studia Bezpieczeństwa Narodowego 6
no. 2

Supplementary reading

No. of hours

STUDENT WORKLOAD

including e-learning

30Contact hours 0

2Participation in test / exam 0

2Preparation for contact hours 0

3Private reading and studying 0

No. of learning
outcome from the

syllabus

EP1,EP2,EP3,EP4,E
P5SPRAWDZIAN

EP1,EP2,EP3,EP4,E
P5PREZENTACJA

EP6ZAJĘCIA PRAKTYCZNE (WERYFIKACJA POPRZEZ OBSERWACJĘ)

Assessment methods

Metody i formy weryfikacji efektów uczenia się mogą zostać zmienione dla studentów ze szczególnymi potrzebami na warunkach i
zasadach określonych w Regulaminie Studiów Uniwersytetu Szczecińskiego.

Grading criteria

The seminar is credited on the basis of activity in the classroom, preparation and presentation of a lecture as well as
evaluation that
test and written homework. The final grade for the seminar is issued on the basis of the grades from the lecture and
the written test.

Grade calculation principles

The final grade of the subject is the grade from the seminar.

Final grade calculation
method 4 cryptography 2-nd (kryptografia 2) Ważona

4 cryptography 2-nd (kryptografia 2) [konwersatorium]
zaliczenie z
oceną

1,00

Sem.
Weight for the

average
Course

Grade calc.
method

Type of credit
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5Participation in tutorials 0

5Preparation of project / essay / etc. 0

3Preparation for test / exam 0

TOTAL workload 50

ECTS credits 2
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C O U R S E   S Y L L A B U S  A N D  S P E C I F I C A T I O N
Curriculum title:
USSPR-M-O-I-S-24/25Z-MK

Unit:
Przedmiot do wyboru (2) [moduł]

cryptography (kryptografia)
(SPECJALNOŚCI / SPECJALIZACJE / MODUŁY SPECJALNOŚCIOWE)

Course title:

Name of field of study:
matematyka

SPR17AIJ3444_10S
Course code:

Profile of study:Mode and cycle of study: Specialty:
first-degree, full - time matematyka komputerowageneral academic

elective semester: 6 - english language polish language
Course / module status Language of instruction:

Year Semester Form of
instruction Type of credit ECTS

including e-
learning

No. of hours

3 46 conversation 30 pg0

Total 30 4

Course / module
coordinator

dr hab. TOMASZ JĘDRZEJAK

Course instructor dr hab. OLEG BOGOPOLSKIY

Course / module
objectives

Provide knowledge of the main principles of symmetric and asymmetric cryptosystems and some of the main
encryption systems and their mathematical foundations

Prerequisites Basic knowledge of arithmetic and prime numbers.

LEARNING OUTCOMES

Ref. to  programme
benchmarksNo. DescriptionCategory Code

knowledge

The student has deepened knowledge of the most
important cryptosystems and their mathematical
foundations, as well as the possible attacks on these
systems.

SMK_W011 EP1

The student understands the recent developments and
challenges in cryptography. SMK_W012 EP2

skills
The student is able to apply the cryptosystems and to
prove their properties. SMK_U011 EP3

social competences

The student is ready to find necessary information in the
literature, also in foreign languages. SMK_K021 EP4

The student understands the need for further research in
cryptography. SMK_K022 EP6

No. of hours
CONTENT Semester

including
e-learning

Subject title: cryptography (kryptografia)

Format of instruction: conversation

51. Background from number theory 6 0

12. Symmetric Cryptosystems 6 0

33. AES 6 0

14. Asymmetric Cryptosystems 6 0

35. Primality Testing 6 0

56. RSA and Rabin encryption 6 0
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17. Discrete Logarithm Cryptographic Schemes 6 0

18. Diffie-Hellman key exchange 6 0

39. ElGamal 6 0

310. Elliptic curve cryptography 6 0

311. Hash Functions and applications 6 0

112. Security Questions and Attacks 6 0

Modes of delivery

information lecture, seminar lecture,  homework assignment, analysis and discussion of solutions of the tasks

The course teacher shall specify how artificial intelligence should be used as part of implementation of the course according
to University of Szczecin best practices and standards. The course teacher shall inform students in their first class about the
scope and possibilities of using AI and shall present a catalogue of tools and applications adjusted to relevant learning
outcomes and teaching needs and possibilities within a given course.

J. A. Buchmann (2004): Introduction to Cryptography. Undergraduate Texts in Mathematics, SpringerBasic reading

Alfred J. Menezes, Paul C. van Oorschot and Scott A. Vanstone (1996): Handbook of Applied Cryptography, CRC Press

C. Vanden Eynden (2001): Elementary Number Theory, McGraw-Hill

Neal Koblitz (1994): A course in number theory and cryptography, Springer GTM 114

Supplementary reading

No. of hours

STUDENT WORKLOAD

including e-learning

30Contact hours 0

4Participation in test / exam 0

20Preparation for contact hours 0

20Private reading and studying 0

16Participation in tutorials 0

0Preparation of project / essay / etc. 0

10Preparation for test / exam 0

TOTAL workload 100

ECTS credits 4

No. of learning
outcome from the

syllabus

EP1,EP2,EP3,EP6SPRAWDZIAN

EP1,EP2,EP3,EP4,E
P6ZAJĘCIA PRAKTYCZNE (WERYFIKACJA POPRZEZ OBSERWACJĘ)

Assessment methods

Metody i formy weryfikacji efektów uczenia się mogą zostać zmienione dla studentów ze szczególnymi potrzebami na warunkach i
zasadach określonych w Regulaminie Studiów Uniwersytetu Szczecińskiego.

Grading criteria

To pass the course the student needs to pass the test.

Grade calculation principles

The final grade is the one obtained on the seminar.

Final grade calculation
method 6 cryptography (kryptografia) Ważona

6 cryptography (kryptografia) [konwersatorium]
zaliczenie z
oceną

1,00

Sem.
Weight for the

average
Course

Grade calc.
method

Type of credit

2/3
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C O U R S E   S Y L L A B U S  A N D  S P E C I F I C A T I O N
Curriculum title:
USSPR-M-O-I-S-24/25Z

Unit:
Przedmiot do wyboru: [moduł]

mathematical analysis 3 (analiza matematyczna 3)
(KIERUNKOWE)

Course title:

Name of field of study:
matematyka

SPR17AIJ3444_4S
Course code:

Profile of study:Mode and cycle of study: Specialty:
first-degree, full - time general academic

elective semester: 5 - english language
Course / module status Language of instruction:

Year Semester Form of
instruction Type of credit ECTS

including e-
learning

No. of hours

3 35
conversation 15 pg0

lecture 15 e0

Total 30 3

Course / module
coordinator

dr EWA CIECHANOWICZ

Course instructor dr EWA CIECHANOWICZ

Course / module
objectives

The aim of the lecture is to familiarize students with elementary notions and theorems of complex analysis in one
variable and wth suitable examples
Workshops aim to prepare students to apply their knowledge to solve problems within the domain odf complex
analysis in one variable. Morever, the workshops help to develop  reasoning and argumentative abilities.

Prerequisites The requirement is knowledge of analysis of real functions in one and two variables.

LEARNING OUTCOMES

Ref. to  programme
benchmarksNo. DescriptionCategory Code

knowledge

Student knows basic definitions and theorems of
complex analysis.

K_W03
K_W071 EP1

Student knows basics of differential and integral calculus
of functions of one complex variable.

K_W03
K_W072 EP2

skills

Student is able to, in a comprehensible way, orally and in
writing present correct mathematical reasoning within
the scope of topics covered, formulate theorems and
definitions.

K_U01
K_U021 EP3

Student is able to, at introductory and intermediate level,
compute limits of complex sequences and functions,
examine convergence of complex series.

K_U062 EP4

Student is able to, applying methods and theorems of
complex calculus examine differentiability of a function. K_U073 EP5

Student is able to compute curvilinear integrals in the
complex domain at introductory ang intermediate level. K_U084 EP6

social competences

Student is ready to formulate questions aimed at
deepening his/her understanding of the topics covered
by the course and critically assess his/her own
knowledge.

K_K011 EP7

Student knows the limitations of his/her knowledge and
understands the need for further learning. K_K012 EP8

No. of hours
CONTENT Semester

including
e-
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learning

Subject title: mathematical analysis 3 (analiza matematyczna 3)

Format of instruction: lecture

21. Complex numbers. 5 0

22. Sequences and series of complex numbers. 5 0

23. Complex functions. Limits and continuity. 5 0

24. Power series. 5 0

25. Elementary complex functions. 5 0

26. Complex derivative. Holomorphic functions. 5 0

37. Complex integral. 5 0

Format of instruction: conversation

21. Complex numbers. 5 0

22. Sequences and series of complex numbers. 5 0

23. Complex functions. Limits and continuity. 5 0

24. Power series. 5 0

25. Elementary complex functions. 5 0

26. Complex derivative. Holomorphic functions. 5 0

37. Complex integral. 5 0

Modes of delivery

Informative lecture, workshop instructions, explanation, discussion.

The course teacher shall specify how artificial intelligence should be used as part of implementation of the course according
to University of Szczecin best practices and standards. The course teacher shall inform students in their first class about the
scope and possibilities of using AI and shall present a catalogue of tools and applications adjusted to relevant learning
outcomes and teaching needs and possibilities within a given course.

Fisher, S. (1999):  Complex Variables,  Dover Publ., Mineola, New YorkBasic reading

Conway, J. (1978): Functions of One Complex Variable, I, Springer, New YorkSupplementary reading

No. of learning
outcome from the

syllabus

EP1,EP2,EP3,EP4,E
P5,EP6EGZAMIN PISEMNY

EP1,EP2,EP4,EP5,E
P6KOLOKWIUM

EP1,EP2,EP3,EP4,E
P5,EP6,EP7,EP8ZAJĘCIA PRAKTYCZNE (WERYFIKACJA POPRZEZ OBSERWACJĘ)

Assessment methods

Metody i formy weryfikacji efektów uczenia się mogą zostać zmienione dla studentów ze szczególnymi potrzebami na warunkach i
zasadach określonych w Regulaminie Studiów Uniwersytetu Szczecińskiego.

Grading criteria

In order to get a credit for the course a student needs to get a positive mark for both workshops and lectures.

Grade calculation principles

The final grade is an arithmetic average of grades for both components.

Final grade calculation
method

5 mathematical analysis 3 (analiza matematyczna 3) Arytmetyczna

5
mathematical analysis 3 (analiza matematyczna 3) [wykład]

egzamin

5
mathematical analysis 3 (analiza matematyczna 3)
[konwersatorium]

zaliczenie z
oceną

Sem.
Weight for the

average
Course

Grade calc.
method

Type of credit
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No. of hours

STUDENT WORKLOAD

including e-learning

30Contact hours 0

4Participation in test / exam 0

15Preparation for contact hours 0

6Private reading and studying 0

10Participation in tutorials 0

0Preparation of project / essay / etc. 0

10Preparation for test / exam 0

TOTAL workload 75

ECTS credits 3
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C O U R S E   S Y L L A B U S  A N D  S P E C I F I C A T I O N
Curriculum title:
USSPR-M-O-II-S-26/27Z

Unit:
Przedmiot monograficzny I [moduł]

Monographic Course I (przedmiot monograficzny I)
(KIERUNKOWE)

Course title:

Name of field of study:
matematyka

SPR17AIIJ3444_8S
Course code:

Profile of study:Mode and cycle of study: Specialty:
second degree, full - time general academic

elective semester: 2 - english language
Course / module status Language of instruction:

Year Semester Form of
instruction Type of credit ECTS

including e-
learning

No. of hours

1 42
conversation 10 pg0

lecture 20 pg0

Total 30 4

Course / module
coordinator

dr EWA CIECHANOWICZ

Course instructor dr hab. FRANCISZEK PRUS-WIŚNIOWSKI

Course / module
objectives

Familiarizing students with the newest scientific achievements in the chosen branch of mathematics.
Acquring by students the ability to apply methods and techniques of the chosen branch of mathematics
Acquiring by students the willingness to deepen their knowledge

Prerequisites Familiarity with the courses covered during the undergraduate studies in mathematics

LEARNING OUTCOMES

Ref. to  programme
benchmarksNo. DescriptionCategory Code

knowledge

Student has a deepened knowledge in the chosen branch
of mathematics, is familiar with most of the classical
definitions and theorems with their proof.

K_W031 EP1

Understands formulation of a variety of unsolved
research problems K_W042 EP2

skills

Has the ability to verify correctness of the reasoning in
formal proofs

K_U01
K_U141 EP3

Is able to, on the advanced level encompassing modern
mathematics, apply and present both in speech and in
writing the methods of at least one chosen branch of
mathematics: mathematical analysis and functional
analysis, theory of differential equations and dynamical
systems, algebra and number theory, geometry and
topology, probability and statistics, discrete mathematics
and graph theory, mathematical logic and set theory

K_U09
K_U122 EP4

social competences
Is oriented towards precise formulation of questions
serving to deepen the understanding of a given topic or
to find the missing parts of a reasoning

K_K01
K_K041 EP5

No. of hours
CONTENT Semester

including
e-learning

Subject title: Monographic Course I (przedmiot monograficzny I)

Format of instruction: lecture

201. Depending on the topic of the monographic course 2 0
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Format of instruction: conversation

101. depending on the topic of the monographic course 2 0

Modes of delivery

Interactive lecture, discussion, individual problem solving exercises (seminar), Informative lecture (lectures)

The course teacher shall specify how artificial intelligence should be used as part of implementation of the course according
to University of Szczecin best practices and standards. The course teacher shall inform students in their first class about the
scope and possibilities of using AI and shall present a catalogue of tools and applications adjusted to relevant learning
outcomes and teaching needs and possibilities within a given course.

Zależnie od tematu wykładu monograficznegoBasic reading

Zależnie od tematu wykładu monograficznegoSupplementary reading

No. of hours

STUDENT WORKLOAD

including e-learning

30Contact hours 0

5Participation in test / exam 0

20Preparation for contact hours 0

15Private reading and studying 0

10Participation in tutorials 0

10Preparation of project / essay / etc. 0

10Preparation for test / exam 0

TOTAL workload 100

ECTS credits 4

No. of learning
outcome from the

syllabus

EP1,EP2,EP3,EP4KOLOKWIUM

EP1,EP2,EP4SPRAWDZIAN

EP1,EP2,EP3,EP4,E
P5PREZENTACJA

Assessment methods

Metody i formy weryfikacji efektów uczenia się mogą zostać zmienione dla studentów ze szczególnymi potrzebami na warunkach i
zasadach określonych w Regulaminie Studiów Uniwersytetu Szczecińskiego.

Grading criteria

The seminar is graded on the basis of the written test with open questions and presentation of homework
assignments or chosen specific topics.
The lecture is graded on the basis of oral test consisting of open questions.
Achievements of students and in particular their final results are graded according to the following scale:
5,0 - at least 91%
4,5 - at least 81%
4,0 - at least 71%
3,5 - at least 61%
3,0 - at least 51 %
2,0 (failing grade) - below 51 %

Grade calculation principles

The final grade is given on the basis of the arithmetic mean of grades from both forms of classes

Final grade calculation
method

2 Monographic Course I (przedmiot monograficzny I) Arytmetyczna

2
Monographic Course I (przedmiot monograficzny I)
[konwersatorium]

zaliczenie z
oceną

2
Monographic Course I (przedmiot monograficzny I) [wykład] zaliczenie z

oceną

Sem.
Weight for the

average
Course

Grade calc.
method

Type of credit
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